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1 Preface

The goal of this document is to help merchants tstded better the integration work
that needs to be done to use PayPal Express Chexkbinelp merchants getting started.

The focus here is on the minimum requirements tpléement a PayPal payment using
the Express Checkout API. Only the required figldsexplained.

This document should always be used in conjunctiowith the official PayPal API
reference guide and general documentation

For more detailed documentation on all function &eldis that can be used, please refer
to the Express Checkout documentation

The following list of document should be used wiils document :
* PP_ExpressCheckout_IntegrationGuide.pdf
* PP_APIReference.pdf
 PP_Sandbox_UserGuide.pdf
* PP_AuthCapture_IntegrationGuide.pdf
* PP_NVPAPI_DeveloperGuide.pdf
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2 PayPal test environment (Sandbox)

2.1 Sandbox

To test your PayPal integration, you can use Santisi accounts:

First, you need to connect Itps://developer.paypal.coamd open an account.

2 payPal Developer Cenl In - Microsoft Internet Explorer

Qus - O =) (2 (3] Do Servme O35 - B8 |
Address [] hps:ideveloper.paypal.com) _ |
G- ~Jeveer (B 2 B - | 1 m s~ s bhoausets) | onthowephe v s Envoyerar

PayPall

Welcome to PayPal Developer Central

Sign up now to access PayPal’s Sandbox testing
environment
Ernail Address = Create Sandbox accounts to fest your PayPal code
= Access the email messages for your Sandbox test
2 5 accounts
ZEELURR ® Access the API Certificates for your Sandbaox test
accounts
= Access valuable developen®esources and PayPal technical
support
Log In | = loin the PayPal Developer Commmunity

Trouble Logaing In? Sign Up Now

mj Log me in autornatically

© 1993-2008 PayPal, Al rights reserved, | User Agreement | Privacy Palicy

You will receive a email to confirm the email adsse/ou entered.
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Once connected, you have access to the followergst

’5 PayPal Developer Central - Home - Microsoft Internet Explorer

File. Edit ‘Wisw Favorites Tools  Help

@Back - J - .ﬂ ﬁ _;‘| ‘ ,7.‘ Search 'jf:.‘;'Favuntes ﬁ'| - ,‘ ' ¥ .ﬁ ‘% ':i

Address |—£§J https: f{developer.paypal.comfcgi-binfdevscr Fomd=_login-doneflogin_access=0

Gorx Jghc Gl» ;IEnvﬂyer {r a i - | L7 MesFavoris™ @74 blogquée(s) | “‘? Orthographe. = |?; Traduire iv | = Envoyer 4w
PayPal,
Developer Central
Home: k q Sandboix Test Certificates w- rums Help Center
welcomne to
Sandbox
PayPal

® Creste and manags Sandbax

Developer aczounts

Central Test Certificates

® Download and manage AP
Cartificates for your Sandbox
accounts

Developer Central is
used to manags
Sandhox test accaunts,
API Certificates, and
email messages, Email
additionally, you can
also access PayPal's
developer carmnmunity,
integration resources,
and technical support. Forums

® Find infarmation and share tips with

the PayPal developer community

® View and manage srnail messages
far your Sandbax accounts

Help Center
& Access integration resources,
docurnentation, and technical support

» Sandbox The sandbox allows the creation of fake PayPabuatc
You can create as many account as needed and thie em
address for the account does not to be reakfmail is sent

out).
 Test Certficates Download of API certificates created in PayPaloactt
* Email All the emails sent by PayPal are in this link

Each time you open a PayPal account on the sandtayRal will sent a mail to verify
the email address. As no real emails are sentensindbox, yoMUST check the
“email” link in the developer central to confirm the link

First, create two account :
* The first account (“premier” or “business”) will ta&s you merchants account.
* A second account as buyer account.

When you create a account and want to add a caadbank number, the sandbox will
automatically generated numbers for you. To vetlfg account, start the verification
process and validated it by entering any randomb®uim

For more information, please refer to “PP_SandberGuide.pdf”.
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2.2 Generate API credentials

In order to use the PayPal Express Checkout ARI, will need to generate the API
credentials.

To do this, log into your PayPal account (or thedb®x account), and choose “Profile”,
“API Access”.

To request your API credentials, click on “Requ&Bt credentials”.

Pa;ypa’ ‘ Log Out | Security Center

Merchant Services

Send Money Request Money

My Account

Add Funds Profile

Overview History

API Set-up

Many websites use PayPal's Application Programming Interface (APIY. PayPal's 4PIs are secure. For your
protection, you either explicitly grant permission to your shopping cart or solution provider to use PayPal's API for
you or you get your own secure API credentials to use yourself.

Choose one of the following options. If vou are not sure about your needs, check with your shopping cart or
solution provider.

Request API Credentials
Select this aption if yvour websjpé

e directly or if your shefiing cart or solution
provider requires you to use your own API
credentials,

Grant API Permission

Select this option if yvou have been instructed by
your shopping cart or solution provider to grant
therm permission to make API calls on your behalf,

will make API

Learn more about APL access permissions and API credentials,

Looking for a partner to integrate Website Payments Pro for you? These shopping cart services have already
integrated Website Payments Pro and are waiting to help you.

You can choose between two types of APi credentials

. API Signature: A PayPal-generated unique digital signature (e lof
text, or hash) that you copy from PayPal's webaitd
include in your API calls. An alternative to API
Certificate security. Your digital signature, yoéPI
username, and your API password all together dfedca
"three-token authentication,” because you inclindent as
programatic tokens in your API calls

API SSL client-side certificate A PayPal-generated unique digital
certificate file that you download from the PayPal
website and use on the client computer to encrypt t
HTTPS requests of your API calls. An alternativeAtel
signatures
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Pa}ypa’ ° Log Qut | Security Center

My Account Send Money Request Money Merchant Services

Overview Add Funds History Profile

Request API Credentials Back to Profile Summary

#PI credentials identify you when you make API calls, Credentials consist of an API username, an APl passwaord,
and a third credential that can be either an API signature or an API SSL client-side certificate.

If wou are relying on a shopping cart ar integrator, ask your shopping cart or integrator which kind of credential
you need.

Credential Description

An API signature s the easiest credential to use. It 1s 2 128-bit signature

@ i h ; j ;
IR LT you include in your API calls to identify yourself as the autharized caller.

API SSL client-side This credential may require that you be able to install the SSL certificate on
certificate your web server,

MNeed help deciding which credential is right for your needs? Learn more about API credentials.
Terms of Use - The API License Agreement below protects and informs you of ywour rights in using PayPal APIs.

(Printer Friendly Wersion)
PayPal License Program i’

PayPal Inc.
API License Agreement

=

¥ I agree to the &PI Certificate Terms of Use and terms incorporated therein,

Cancel

API Signature is the easiest and recommended aitagon method.

Pa,ypal Log Qut | Security Center

My Account Send Money Request Money Merchant Services

Overview Add Funds History Profile

View or Remove API Signature Back to Profile Summary

Developers: Do not share your credential or use it in a manner in which others can access it. Consider storing
the credential as a properties file in a3 secure location other than your web server document root and setting the
file permissions so that only the system user executing your ecommerce application can access it.

Credential: API Signature
API Username: IE—_
API Password: BPDE4ELTSV3ISUPS4

Signature: AJvDvI1lmZFMWEvdYBLINZKZnnlVNADtIphlyXxEfFNLglavAIABSRD4z
Request Date: Mar, 27, 2007 01:56:58 PDT

Print this Page | Removel

Mobile | Money Market | ATM/Debit Card | Referrals | About Us | accounts | Fees | Privacy | Plus Card |
Security Center | Contact Us | Legal Agreements | Developers |

risian
Secured

VERIFY

About S5 Certificates

Copyright @ 1999-2007 PayPal, all rights reserved,
Information about FOIC pass-through insurance
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2.3 SDK

The PayPal Express Checkout API is available usiggdifferent protocols: Soap and
NVP.

Both protocols are providing SDKs in PHP, Java, A8 .NET.

To access the SDKs usiS&PAP
https://www.paypal.com/IntegrationCenter/ic sdkergse.html

To access the SDKs usiingy/P :
https://www.paypal.com/IntegrationCenter/ic_nvp.html

The examples on this document refer to the SOAP. AR¢ fields might differ for the
NVP API. Please refer to the corresponding guidesd implementation for the correct
fields and calls of the different APIs.
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3 Express checkout transaction flow :

3.1 Transactio

n flow

The following table is a brief overview of the Erps Checkout payment flow:

PayPal Express Checkout

Merchant website

1

Legend:

S

Request

SetExpressCheckout

2

-~

Resp Token @

L .
HTTP Redirect (0) mum—
httpsiffwww.pavpal.comfcgi-binfwebzcr?cmd=_eupress-checkout
2token=EC-30522678F3934250%
[ Example taken value )

1
HTTP Redirect

ReturnURL +Token (O) mummmmn

Confirm Order

—— GetExpressCheckoutDetails

5
Request: Token @

PayPal Login

&

L

Confirm Dietails

| Continue ﬁ

Confirm funding
source and address

R Cuzh

e

4
*

IPay

Details

6/ Request: Final Transaction Details @
DoExpressCheckoutPayment ——

FY

Thank
You

Express Checkout

R Transaction Results

[ Success/ Failure )

Integration

* web Flow

PayPal
API

Server

PayPal
API

Server

— API Call

@ Token

Whean your custorner chooses to pay
with PayPal, you make the
SetEnpressCheckout APT call,

PayPal sends back a token, a string
value uzed to track your custamer
throughout the checkout process,

You direct your custamer to the
PayPal site, where they log in, select
a funding source, and confirm contact
and shipping info.

Wour customers click the Continue
button, and PayPal redirects them to
the ReturnURL you specified in the
SetExpressCheckout APT call. The
token identifying the customer iz
appended to the URL,

Wou make the
GetExpreszCheckoutDetails API call
to get your customers' details from
PayPal, Send the token to identify the
custarner and PayPal returns the
details,

When you custamer completes
payment, you make the
DoEupressCheckoutPayment API
call. PayPal sends back the
transaction result,

Wou display the transaction results to
your customer,
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The following table explains the flow and the ingon point :

Customer Merchant PayPal
1 ClicksCheckout with PayPal| Calls SetExpressCheckout API with
button. the required fields - estimatgd

OrderTotal, ReturnURL, and
CancelURL — and optional fields,
such as MaxAmount.

2. Returns  SetExpressCheckqgut
response with Token and appends the
values of Token and PayerID to your
return URL.

3. Adds value of element Token from
SetExpressCheckout response as a
name/value pair to the following
URL, and redirects the user|s
browser to it:
https://www.paypal.com/cgi-
bin/webscr?cmd=_express-
checkout&tokenwalue

Logs in to PayPal, approves the yse 4. With a GET, redirects user’s
of PayPal, and clickContinue or browser to merchant's ReturnURL
Pay. with token value appended.

5. Optionally calls| Returns GetExpressCheckoutDetdils

GetExpressCheckoutDetails API withresponse  with  PayerID, emdil
Token to retrieve customersaddress, shipping address, confirmed
information. or unconfirmed status of that
shipping address, and other details.

Renders page in customer’s browser
for the next step in checkout process,
such as your “Order Review” page.

Clicks “Confirm Order” button 6. Calls DoExpressCheckoutPaymgnReturns payment info with important
API with the required elementsTransactionID value and other detalls
Token, OrderTotal, PaymentAction,about the payment.
and PayerID returned by
GetExpressCheckoutDetails
response.

3.2 Express checkout as payment mark

In this case, the EC API is used in order to ddaadard PayPal payment, using the
advantages of the synchronous API process. ThedPagyment happens at the end of
the merchant's flow where the user has alreadysteggd or provided his shipment
information. In this case the call t&&tExpressCheckoutDetailis optional.

For this case, two flows are possible, where thenrddference is the perception of the
payment by the customer.
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3.2.1 EC with landing Page :

Payment Type ¢ 8 m o

Add Item's) Provide Choose Provide Review Order
to > Ship —> Pay Bill to — Order _|" Confirmati
Shopping to Method and Pay Summary on
Cart Information Visa. MC. Method 1
il
| 1) 1 | (2)Retrieve |
Establish a Ship To & |<_ —
I Transactio I 1 payment
L _ _ | Details |
L -l e a

Login to
PayPal

Agree to
Transactio
n

\ 4

In this case, the customer comes back to a langhgg at the merchant. The merchant
can display payment information, couponing postiéed, up sell, ...

The payment is only done once the call BmExpressCheckoutPaymeritis done with
success.

The call to ‘GetExpressCheckoutDetails is optional. But it can be used to retrieve
pass-through variables that we provide: in the fiedl, the merchant can use the fields
“InvoicelD” or “Custom’ to pass some information that will come back in
“GetExpresCheckoutDetails. The difference betweenlirivoicelD” and “Custom’ is
that “InvoicelD” is stored by PayPal and shown in the transaateport. These fields
can be used for example to pass a session idertifiayPal in order to rebuild the
session once the customer comes back from PayPal.
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3.2.2 EC without landing Page

Payment Type ¢~ ) m o

Add Item's) Provide Choose Review Provide Order
to — Ship > Pay —> Order Bill to = Confirmati
Shopping to Method Summary and Pay on

Cart Informatio Visa. MC. Method

[

)
Establish a

| Transactio

n
I

P o= ———

(2) Retrieve

1 Ship To &

| payment |
Details

| [mbinnal

Login to
PayPal

Agree to
Transactio
n

\ 4

In this case, the review order page is displayddrbeghe user starts the payment process
with PayPal. Once the customer confirms the payntenis redirected to the merchant,
which does the call toDoExpressCheckoutPaymeritimmediately and then displays
the order confirmation page.

The call to ‘GetExpressCheckoutDetails is optional. But it can be used to retrieve
pass-through variables that we provide: in the figdl, the merchant can use the fields
“InvoicelD” or “Custom’ to pass some information that will come back in
“GetExpresCheckoutDetails. The difference betweenirfvoicelD” and “Custom’ is
that “InvoicelD” is stored by PayPal and shown in the transaateport. These fields
can be used for example to pass a session idertfiayPal in order to rebuild the
session once the customer comes back from PayPal.

In this case, it also possible to change the buttothe PayPal page. It can be changed

from “Review” to “Pay”. How to do this is describ@&uthe ‘SetExpressCheckoutAPI
definition below.
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3.3 Express checkout as Shortcut

The Express checkout API is used in this case tiope a PayPal payment before the
customer creates his account or log into the matthaebsite.

Checkout & —
ith Pa.yPal' Payment Type ¢ @] E 5'
Fast, easy, secure.
Lo 7
AN
Product Add Item's Choose Payin Provide Bill Review Order
Description —> to Pay g with to —>+ Order, -P Confirmatio
Page Shopping Method PayPa and Pay Confirm n
Cart Visa, MC Method address 1

A
I @ auh |
Payment or [
1 Do “Sale”

Lo -1

el |
t
___’IT?EISH N__

ansactio

LI

o Login to o Agree to
» PayPal Y| Transactio
n

| @ Retiieve |

Ship To & -—
payment i<

L Desis |

Yes

The payment button can be placed on the cart pagaso directly on the product
description page.

During the payment flow, the customer selects oyPBhthe address he wants to use to
the shipping.

The call to ‘GetExpressCheckoutDetails”allows you to retrieve all the shipping or
billing information of the customer. At this staglee payment is not yet done.

With this information, it is possible to calculatéte shipping costs or to offer to the
customer to open a account.

Once he confirms the order, the call tDoExpressCheckoutPaymerit will do the
payment.
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4 Express Checkout API definition

4.1 Security Parameters

For the security of your business, PayPal mustfwehat merchants or third-party
developers are permitted to initiate a transactbmfore they make one. PayPal

authenticates each request.

The elements are:

Parameter

Optional or Required

Value

Username

Required

Your PayPal AR
Username.

D

Password

Required

Your PayPal APl Passwo

rd.

Signature

Optional

Your API signature string.
NOTE: If you use an AP
Certificate, do not includ
this parameter.

D

Subject

Optional

Email address of a Pay¥
account that has grant
you permission to make th
call.

NOTE: Set this paramets
only if you are calling ar
APl on a different user
behalf.

Pal
2d
S

8

1l
5

Express Checkout Integration
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4.2 Base definition of all API calls

The following types are the base definition ofcll and responses.

Request

AbstractRequestType
* Version

The response fields are:
* Timestamp

« Ack

¢ Correlation ID

e Errors
*« Version
+ Build

Response

AbstractResponseType
Timestamp

Ack

CorrelationlD

Errors

Version

Build

Errors
ShorthMessage
LongMessage
ErrorCode
SeverityCode
CrrorParameters

The date and time (UTC/GMT) the response was rgéee
by the PayPal service as a result of processiegu@est

A token representing the application-level acklsalgement
code. Contains one of the following enumerated eslu
Success Failure, SuccessWithWarning
FailureWithWarning , CustomCode

A string that identifies the exact API requestttheoduced
this response. This string is used by PayPal taetra
transactions.

Error code and messages for debugging a response
:ErrorCode, ShortMessage LongMessage
ErrorParameters, SeverityCode

A string representing the version of the PayFal. A

A string representing the specific software buildat
processes the request and generates the response.
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4.3 SetExpressCheckout

The following table details the fields used by thusction.
Please refer to “PP_APIReference.pdf’ or “PP_Exgé®ckout IntegrationGuide.pdf’
for a detailed description of all fields.
Depending on which APl (SOAP or NVP) or SDK you wém use, please refer to the
corresponding guides for the definition of the hexadnd generic responses that are
handling all the different transaction types.

Request Response

SetExpressCheckoutRequestDetailsType SetExpressCheckoutResponseType

* OrderTotal Token
* ReturnURL

* CancelURL

Token

MaxAmount

—1 OrderDescription
Custom

Invoicel D
ReqConfirmShipping
NoShipping
AddressOverride
LocaleCode

PageStyle
cpp-header-image
cpp-header-border-color
cpp-header-back-color
cpp-payflow-color
Address
PaymentAction
BuyerEmail
SolutionType

— LandingPage

Channel Type

PaymentActionCodeType
Authorization

Order

Sale

| AddressType
Name

* Street]

Street2

* CityName

* StateOrProvince
* PostalCode

* Country

Express Checkout Integration 16 of 22
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The required fields are:

* OrderTotal : The total cost of the order of the customer. &hunt must have
two decimal places and the currency needs to bessej the three letter currency
code.

* ReturnURL: URL to which the customer’s browser is returad@r choosing to
pay with PayPal.

* CancelURL: URL to which the customer is returned if he doesapprove the
use of PayPal to pay you.

The following fields are mandatory.

e Custom: A free-form field for your own use, such as acking number or
other value you want PayPal to return on
“GetExpressCheckoutDetail% response and

“DoExpressCheckoutPaymeritresponse.

* InvoicelD: Your own unique invoice or tracking number. Pdyrturns this
value to you on DoExpressCheckoutPaymerit response. This
value is also shown in the reports

* NoShipping: If this field is set to “1”, on the PayPal paymeaview page, the
customer will not see any fields about shippingrads. Default
value is “0” (shipping displayed).

» LocaleCode Language code of the language that will be usgdPayPal to
display the first page during Express CheckoutdBfault, it is the
language of the merchant PayPal account.

e Adress If you already know the shipping address of thstemer, you may
provide it into the address fields in order to eitprefill the fields
in case the user opens a PayPal account or tcaglisipé selected
shipping in PayPal.

Please refer to “PP_APIReference.pdf’ or “PP_Exgéeckout_IntegrationGuide.pdf’
for a detailed description of all fields.

After you receive a successful response from Payal should add the value of the
Token fromSetExpressCheckoutResponsas a name/value pair to the following URL,
and redirect your customer’s browser to it:
https://www.paypal.com/cgibin/webscr?cmd=_express-

checkout&tokenwalue from_SetExpressCheckoutResponse

In order to change the button text of the PayPgégeom “review” to “Pay”, you need to
add “useraction=commit” at the end of the reditg¢BRi :

https://www.paypal.com/cgibin/webscr?cmd=_express-
checkout&tokenwalue from SetExpressCheckoutResponse& useraction=commit
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4.4 GetExpressCheckoutDetails

The following table details the fields used by thisction.
Please refer to “PP_APIReference.pdf’ or “PP_Exgté®ckout_IntegrationGuide.pdf’

for a detailed description of all fields.

Depending on which APl (SOAP or NVP) or SDK you wém use, please refer to the
corresponding guides for the definition of the heradnd generic responses that are

handling all the different transaction types.

Request

GetExpressCheckoutDetails Request Type

* Token

Respohse
GetExpressCheckoutDetailsResponseDetails Type
Token
Payerinfo
Custom
InvoicelD

ContactPhone

PayerlnfoType
Payer

PayerlD
PayerStatus
PayerMName
PayerCountry
PayerBusiness
Address

PersonNameTvpe
Salutation
FirsiName
MiddleName
LastMName

Suffix

AddressType
AddressStatus
Name

Streetl

Street2
CityName
StateOrProvince
PostalCode
Country

After the customer reviewed the payment at Payfhal,customer is redirected to the
URL provided in the ReturnURL " field and happened to it two more fieldT dken”

and ‘PayerID”.

Express Checkout Integration
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“GetExpressCheckoutDetails uses the value of Token” to retrieve the customer’s
information.

This function can also be used to retrieve the esmlof the fields Custom’ and
“InvoicelD”.

4.5 DoExpressCheckoutPayment

The following table details the fields used by thisction.

Please refer to “PP_APIReference.pdf’ or “PP_Exgté®ckout_IntegrationGuide.pdf’
for a detailed description of all fields.

Depending on which API (SOAP or NVP) or SDK you Wwé&m use, please refer to the
corresponding guides for the definition of the heradnd generic responses that are
handling all the different transaction types.
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Request Response

DoExpressCheckoutPayvmentRequestDetailsType

* Token

* PaymentAction

* PayerlD |:
— * PaymentDetails

PaymentInfoType
PaymentActionCodeType TransactionlD
TransactionType
PaymentType
PaymentDate
GrossAmount

L| PaymentDetailsType FeeAmount

* OrderTotal SettleAmount
TaxAmount
ExchangeRate
PaymentStatus
PendingReason

>

Authorization
Order
Sale

OrderDescription
ItemTotal
Shipping Total
HandlingTotal
TaxTotal

Custom
InvoicelD
ButtonSource
NotifyURL
ShipToAddress

’- PaymentDetailsltem

PaymentDetailsltemType
Name

AddressType
Name Amount

Street] Number
Street2 Quantity

CityName Tax ‘
StateOr EbayltemPaymentDetailsltem

Province

Country
PostalCode EbavltemPaymentDetailsltemT ype

ltemMNumber

Phone

AuctionTransactionlD

Orderl D

After the customer reviewed the payment at Payfal,customer is redirected to the
URL provided in the ReturnURL" field and happened to it two more fieldT ken”
and ‘PayerID”.
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The required fields are:
This value is returned by PayPal in the calihef return URL.
This value is returned by PayPal in the callhef teturn URL.
Total of order, including shipping, handling, atac. This is the
amount the customer will be charged. The amount image two
decimal places and the currency needs to be seg tise three
letter currency code.

How you want to obtain payment:

* Token:
* PayerlD:
* OrderTotal

« PaymentAction:

Authorization indicates that this payment is a basic
authorization subject to settlement with PayPal
Authorization & Capture.

Order indicates that this payment is is an order
authorization subject to settlement with PayPal
Authorization & Capture.

Saleindicates that this is a final sale for which yane
requesting payment. The funds are immediately moved
from the customer PayPal account to the merchayR&ta
account

Please refer to “PP_APIReference.pdf’ or “PP_Exgésckout_IntegrationGuide.pdf”
for a detailed description of all fields.
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5 Useful links

Developer central/sandbox
https://developer.paypal.com

Soap APl and SDK :
https://www.paypal.com/IntegrationCenter/ic sdkergse.html

NVP APl and SDK :

https://www.paypal.com/IntegrationCenter/ic_nvp.html

PayPals developer forum :
http://www.pdncommunity.com/
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